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' International Organization for Standardization

¥ International Telecommunication Union

" Internet Engineering Task Force

" Institute of Electrical and Electronics Engineers

® Telecommunications Industry Solutions

*Organization for the Advancement of Structured Information Standards

¥ The 3rd Generation Partnership Project (3GPP) unites [Seven] telecommunications standard development

organizations
*The Third Generation Partnership Project 2 (3GPP2)
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* Internet Architecture Board

" The Internet Society

" International Support Group (ISG)

" European Telecommunications Standards Institute

' Information Security Forum

'* Request for Comments

** International Society of Automation

¥ International Electrotechnical Commission

" North American Electric Reliability Corporation

" National Institute of Standards and Technology

** Federal Information Processing Standards

“Payment Card Industry Data Security Standard

" Certified Information Systems Security Professional

" Single Strand Conformational Polymorphism

" Certified Information Systems Security Professional

" Global Information Assurance Certification

v Certified Information Security Manager

” Open Source Security Testing Methodology Manual - Certified Information Systems Auditor
“Certified in Risk and Information Systems Control (CRISC) - Isaca
** Information Technology (IT) Industry & Association

" certified ethical hacker

™ Certified Security Analyst

" Computer Hacking Forensic Investigator Course from EC-Council
™ The Payment Card Industry Professional

" Qualified/ Information Security Professional

" Certified Protection Professional Board Certification

™ Physical Security Professional

” Professional Certified Investigator (PCI) - ASIS

™ Loss Prevention Qualified

" Certified Fraud Examiner

™ CyberSecurity Forensic Analyst (CSFA)

™ Certified Information Privacy Professional (CIPP)-International Association of Privacy Professionals
" Associate Business Continuity Professional

" Certified Business Continuity Professional

" Master Business Continuity Professional (DRI International)

" Business Continuity Certified Planner (BCCP)

™ Business Continuity Certified Specialist (BCCS)

¥ Business Continuity Certified Expert (BCCE)

" Disaster Recovery Certified Specialist (DRCS)

* Disaster Recovery Certified Expert (DRCE) - BCM Institute

™ Certified Internal Auditor (CIA) Certification

* Certification in Control Self-Assessment (CCSA) Certification
» Project Management Professional Certification
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ABlresearch  Global
Cybersecurity
Index

Please fill this questionnaire out electronically

via the http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCl.aspx

or email your responses to:

Ms Michela Menting, ABI Research menting@abiresearch.com

Mr Marco Obiso, ITU marco.obiso@itu.int

QUESTIONNAIRE

GLOBAL CYBERSECURITY INDEX
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RESPONDING COUNTRY

(including contact information)

QUESTIONS
RESPONSES

1A. Is there any criminal legislation
regarding cyber activities? If so, please specify

Include URL, title of laws/acts/articles,
and/or wording

1B. Is there any regulation regarding
cybersecurity and compliance requirements? If
S0, please specify

Include URL, title of laws/acts/articles,
and/or wording

2A. Is there one (or more) officially
approved national or sector-specific CERT,
CIRT or CSIRT team(s)? If so, please specify the
names and number and whether they are legally
mandated or not

Include URL, official name, and contact
details

2B. Is there any officially-approved national
(and sector specific) cybersecurity frameworks
for implementing internationally recognized
cybersecurity standards? If so, please specify

Include URL, official name of framework,
responsible agency (and contact details) and
short description

2C. Is there any officially approved national
(and sector specific) cybersecurity frameworks
for the certification and accreditation of national
agencies and public sector professionals? If so,
please specify
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Include URL, official name of framework,
responsible agency (and contact details) and
short description

3A. Is there any officially recognized
national or sector-specific cybersecurity strategy
and/or policy? If so, please specify

Include URL, official name of
strategy/policy, responsible agency (and contact
details) and short description

3B. IS there any officially recognized
national or sector-specific governance roadmap
for cybersecurity? If so, please specify

Include URL, official name of roadmap,
responsible agency (and contact details) and
short description

3C. IS there any officially recognised
national or sector-specific agency responsible for
implementing a  national  cybersecurity
strategy/policy/roadmap? If so, please specify

Include URL, official name of responsible
agency (and contact details) and short description
of responsibilities

3D. Is there any officially recognised
national or sector-specific benchmarking
exercises or referential used to measure
cybersecurity development? If so, please specify

Include URL, official name of
benchmarking exercise, responsible agency (and
contact details) and short description

4a. Is there any officially recognized
national or sector-specific research and
development (R&D) programs/projects for
cybersecurity standards, best practices and
guidelines to be applied in either the private or
the public sector? If so, please specify

Include URL,
programs/projects/best

official name(s) of
practices/guidelines,
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responsible agency(ies) (and contact details) and
short description

4B. Is there any officially recognized
national or sector-specific educational and
professional training programs for raising

awareness with the general public, promoting
cybersecurity courses in higher education and
promoting certification of professionals in either
the public or the private sector? If so, please
specify

Include URL, official name(s) of
programs/projects, responsible agency(ies) (and
contact details) and short description

4C. Are there any public sector
professionals certified under internationally

recognized certification programs in
cybersecurity? If so, please specify the number
Include type of certification and

certificating agency

4D. Are there any certified government and
public sector agencies certified under
internationally ~ recognized  standards in
cybersecurity? If so, please specify the number

Include type of certification and

certificating agency

5A. Are there any officially recognized
national or sector-specific partnerships for
sharing cybersecurity assets across borders with
other nation states? If so, please specify

Include URL, official name of partnership,
responsible national agency (and contact details),
participating countries, and short description
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5B. Are there any officially recognized
national or sector-specific programs for sharing
cybersecurity assets within the public sector? If
s0, please specify

Include URL, official name of program,
responsible agency (and contact details),
participating organizations, and short description

5C. Are there any officially recognized
national or sector-specific programs for sharing
cybersecurity assets between the public and
private sector? If so, please specify

Include URL, official name of program,
responsible national agency (and contact details),
participating organizations, and short description

5D. Are there any officially recognized
participation in regional and/or international
cybersecurity platforms and forums? If so, please
specify

Include URL, official name of
platform/forum, responsible national agency
(and contact details), participating countries, and
short description
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https://www.itu.int/en/ITU-

D/Cybersecurity/Documents/GCI 2014 Results for Asia Pacific.pdf.

http://www.itu.int/en/ITU-D/Regional-

Presence/Americas/Documents/ABI1%20Research GCl%20Americas.pdf.

https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCl.pdf.

https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCl Conceptual Framework.pdf.

http://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCIl Global 2014 results.pdf.
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